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Opayo

Welcome to Opayo

Opayo is your own cloud-based administration area that allows you to manage
your Opayo account without needing your own management software.

View all of your transactions, create and define  Every account with Opayo has a Test and a

reports, search for customer transactions, Live system. Both the Test and Live systems
process telephone orders, and much more look and work in the same way. In this guide
with Opayo. we will provide information that can be used

on either platform.

In this guide, we will outline everything Opayo
can do, and how you can do it.

Logging into your Opayo account

You must first log in before you can start using your
Opayo account.

To do this you must go to the Opayo login page.

Your Opayo account is currently still called MySagePay,
and will be rebranded soon. Don’t worry, we'll let you know
when this is about to happen. Until then, please continue to
use the following URLSs to sign into the relevant system:

Test Server: https://test.sagepay.com/mysagepay/login.msp
Live Server: https://live.sagepay.com/mysagepay/login.msp

After reaching the login page you will be able to enter
your details and login to your account.

syElavon

Sign in to MySagePay

[J Remember me

Reset/Unlock your password
Recover your username
Need help?

Click here for Test MySagePay
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https://test.sagepay.com/mysagepay/login.msp
https://live.sagepay.com/mysagepay/login.msp

Users

If you are logging into your Opayo account for
the first time, you will need to use the main
administrative credentials that were provided
by Opayo.

These details include a Vendor name, and

an administrative password. If you do not
have access to your administrative password,
e-mail support@opayo.io with your account
reference or merchant number and the
relevant vendor name and we will re-send the
details through to you.

What you will see

You'll need your vendor name to hand when
logging in as this needs to be entered in both
the vendor name and user name boxes.

If you are logging in as your own User, the
vendor name will be your Opayo vendor name,
and your Username and Password will be the
details you created.

More information on logging into your Opayo
account can be found on our website.

You are now logged into your Opayo admin panel. You will only be presented with the Settings

tab when using the main admin login.

To access the following other options, you will need to create and sign in with a user that has

administrative rights

Transactions Terminal

Card Machine Transactions

Settings Search P | Mews
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Settings

The settings area of your Opayo account is where you will manage the users,
restrictions, and fraud prevention tools available to you.

Once on the Settings tab, all of the available options will be listed on the left hand side of the
screen. In this section we will cover each section and run through the options available to you.

Administrator

You will only have the “Administrator” tab available when logged in as the main administrator
for the account. The Administrator tab gives you access to the Form integration encryption
password for Form integration and PI credentials for PI integration.

Welsama

Signaut MySagePay

Settings | News

Aaministrator
- Administrator Account Details
Semings
Views and edit the detals associated vth Ihe Sage Pay primary adminishator login
AVSICVZ
30 Secure .
Restrictions
Username: Your User Nase
Valid IPs
Emoilaggress:  Your £xa1] Address
Cnangs Log f
Ak 1o validate your email 20dress vas sent 10 you on
Users Cick here 12 56nd ma Ink 303
Pay Methods Receive updates and communications:  No.
Suctarym ["con |

Page Customiser

Primary Admin Password:  ***"

Fom Integration Encryplion Posswerd: 12345678

Soge Pay AP |

O that
Te find oul more piease wisit our anling dcumentabion

may break any existing Sage Pay APl implementations.

The Form encryption password can be found in the “Form Integration Encryption Password”
section as per the following Screenshot:

Primary Admin Password:
Form Integration Encryption Password:  Your Encryption Password

You can reset or create PI credentials as per the following screenshot:

Sage Pay API:
runserstang anct may break any pay
“To nd cut moto please vl sur anane do<ureniotor

Opayo Account User Guide

Opayo

syElavon


https://developer-eu.elavon.com/docs/opayo-forms
https://developer-eu.elavon.com/docs/opayo

Once you have ticked the box at the bottom of the page, you will see the following screen

confirming the new PI credentials:

Sage Pay API credentials
If you wish to integrate using the Sage Pay AP| you will need the
Environment:

Vendor Name:

Integration Key:

Integration Password:

Please store these credentials safely
using the same process.

fo au

your API calls.

Test or Live
Your Vendor Name
Your Integration Key

Your Integratic Password

If you lose them, you will need to generate a new set of credentials

Ensure that you are using the correct credentials for each environment.

Please note that these credentials are only valid for our REST API. To find out more pleass visit our onling documentation.

My Account

The My Account section allows you to change the details of the user currently logged into

the account.

You are able to create a new password and add a new email address for this user so you can

receive updates and communications from Opayo.

Dashboard (EET/

My Account
Sellings
AVSICVZ

30 Secure
Hesrictions
valia ks
Change Log
Users

Pay Methods
Surcharges

Page Customiser

9 Transacionz | Terminal | Cord Machine Transactions ~ Sctiings | Scarch £ | News Sign out MVSdgePdV
My Account Details
View and edil he delails associated with your Sage Pay user login
My account settings
Username:  Opayo
Name:

Email address:

Email validation status:

Recsive updstae and communicatione:

Homepage:

My password

Login password:

My Sage Pay last acceseed on:

customer@opayn in
Net Validated

A link to validate your email address was sent fo you on 25/05/2021
Click here to send the link again

No

transactions.msp

25/105/2021 21:52:26

If you are logged in as the Administrator, you will not be able to change the password.

You can only change passwords for users that you have created, not the Administrator set-up

by Opayo.

Opayo
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Settings

The Settings enable you to change the details of your account and apply certain restrictions.
You have four options in this section:-

Dashboard (BETA) | Transactions | Terminal | Card Machine Transactions  Settings | Search 2 | News s out MySagePay

My Account
Settings
AVSICY?
3D Secure
Resirictions:
Valid IPs
Change Log
Users

Pay Mothods
Surcharges

Page Customiser

Display & General Settings

View and edil your cument Sage Pay account seftings, view your payment pages lago

Domain

yourcampany com ]

Company display name:  Vour Company Name

Full homepage URL:  htipe: v yourcompany.com

address: m
Send HTMI emalls: Vs

Defaull Tesminal cunency:  GOP

templates:

Restricted Domains

This is where you are able to add specific e-mail

domains to your account, that once applied,

restrict users to only use email addresses from the Restricted domain: |

domains listed.

Cunenl Language Selecled is. EN - English

To change the language displayed on your payment pages please mess edil

1o change the lego displayed on your payment pages please e-mai the new
1oge in GIF format 1o 5 op

WMaxmum size 1s 200 pocels wide by 100 peeels high

Add a restricted domain

Add a domain to your list of restricted domains below, e.g. sagepay.com

If you have a list of restricted domains then users may only change their
email addresses to ones with domains from this list.

For example - if you add opayo.io to the list, users can

only change their email addresses to name@opayo.io

Opayo
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Account settings

This section allows you to change company details on display to your customers, and included in
your confirmation emails if sent from Opayo.

Here, you can also change your company display name, your homepage URL, and your support

e-mail address.

Edit display & general settings

Company display name:  Your Company Name

Your full hemepage URL: https://www.yourcompany.com

‘our support email address: [youremailaddress@yuurcumpany.corﬂ ]

Send HTML emails to customers
Default currency in Terminal: | GBP w

Payment page templates: () Defautt () Address read-only () No address () Custom ® Responsive
Please note. mebile responsive templates are available for Protecol 3.00 integrations only

If you have telephone payments enabled on your account, you can change the default currency.

You can also activate your customised payment pages here. If your account uses customised
pages, these can be activated here.

Learn more.

Language settings

Access the current selected language for your payment pages and edit these when using
Opayo’s payment pages.

Payment pages logo

If you have provided Opayo with your company logo it will be displayed here. This logo will

appear on your Opayo payment pages.




AVS/CV2

AVS (Address Verification System) and CV2 (Card Verification checks) are fraud prevention tools
available on your Opayo account.

The AVS fraud prevention tool matches the numerical values in the customer’s address and
postcode to the card details held with the issuing bank to ensure they are correct. The CV2 uses
the three-digit or four-digit security code on the reverse of the card to ensure it matches with the
card details provided.

In this section, you can turn the AVS and CV2 fraud prevention checks on and apply rules to
the account.

Dashboard (EETA) | Transactions | Temminal | CardMachine Transactions ~ Settings | Search © | News Sigyedt MySagePay

Wy Account
AVSICV2 Administration

Tum AVSICV2 checking ON and OFF againat your account, and manage the rules against the AVS/GV2 checka.

Seftings

AVSICVZ

3D Secure r
AVSICV2 checking Is OFF

Restrictions Addiess, pustoude and CVZ fislds ais NOT being checked o coliecled on e Sage Pay paymenl pages. Click lhe bullon below 1o lum AVSICV2 checking ON

Vaiid IPs. m

Change Log

freeny “You du nol cunently use rules (o aulomalically reject bansactions Wl fail AVS vr CV2 checks.

Pay Methods

surcnarges

Page Customiser

. . 2
Adding a rule Add a new AVS/CV2 rule
Enter the range for all transactions to which this rule applies.

These rules allow you to define how the results startvaive: (0,01 End vaiue: (10000000
of your AVS and CV2 checks will be used by For transactions within this range:

y D Accept DATA MOT CHECKED (bank or card scheme don't check values)
Opayo’s systems.

D Accept ADDRESS MATCH OMLY (CV2 check fails, Address check succeeds)

D Accept SECURITY CODE MATCH ONLY {Address fails. CV2 check succeeds)

From only performing the checks to rejecting
. . D Accept MO DATA MATCHES (both CV2 and AVS checks fail)
transactions based on the results, you can decide
. .
what to do with the transactions based on the _

results returned.

When setting your rules you can have as many or as few as you would like. To set a rule all you
need to do is pick a start price and end price range - anything from 0.00 - 100,000.00 and select
what you would like to accept.

For full details on how to set your AVS/CV2 rule base click here.

Opayo Account User Guide
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https://www.opayo.co.uk/support/12/38/activating-adding-avs/cv2-rules

3D Secure and PSD2

Otherwise known as Verified by Visa, Mastercard Secure Code, or American Express Safekey,
3D Secure is an additional fraud prevention tool available to your Opayo account. 3D Secure
requires shoppers to have registered their card as part of the scheme to add another layer of
protection to your account when transactions are processed.

Strong Customer Authentication

The Revised Payment Services Directive (PSD2) was introduced as a follow-up to the original
Payment Services Directive by the European Commission, taking effect in January 2018. The
aim is to bring in new laws to increase customer protection, foster innovation, and inspire pan-
European competition.

A key element of PSD2 is the introduction of the Regulatory Technical Standards on Strong
Customer Authentication (SCA). This was introduced to help combat fraud by improving
customer security whilst reducing the liability held against businesses for unauthorised
transactions. It makes payments more secure for both your business and your customer by
adding an extra layer of protection known as two-factor authentication (2FA).

SCA applies to card-based ecommerce transactions (including digital wallets backed by cards),
where both the card issuer (i.e. financial institution with whom the cardholder has a relationship)
and the acquirer (i.e. financial institution with whom the merchant has a relationship) both reside
within the European Economic Area (EEA).

Implementation Period

The current 3D Secure implementation was supported

until the end of 2020, at which time 3D Secure version 2 became mandatory
worldwide. 3D Secure version 2 functionality is now available to Opayo
customers on our test and live environments. The deadline for

ecommerce compliance in Europe was 31 December 2020.

In the UK, the new deadline for ecommerce compliance is

14 March 2022.

3D Secure v2is
mandatory in the UK from

14 March
2022

Opayo
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How will the shopper be authenticated?

All ecommerce transactions where the cardholder is in-session, must perform 3D Secure
authentication. During 3D Secure authentication, a challenge authentication can take place, or a

frictionless authentication can also take place.

H
—_—N
~—
N4
Something you know Something you own Something you are
Password Mobile phone Retina scan
Passphrase Wearable device Fingerprint
PIN Smart card Voice pattern

Token Facial recognition

Sequence

Secret fact

Exemptions to SCA

There are several exemptions to SCA that may be requested to improve the payment
experience. You first need to speak with your acquirer to get their approval of any exemptions
you choose to use. Once your acquirer has advised of suitable exemptions for your business
model, you can request an exemption on a per-transaction basis when submitting your
transaction request to Opayo. If you choose to use an exemption, any chargeback liability is
passed to you for the transaction. The card issuer may not always agree with your exemption. In
this instance, they may return a ‘soft decline’ and request that 2FA is performed.

For more information on SCA please take a look at our guide here.

I / A Opayo Account User Guide 11
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https://www.opayo.co.uk/strong-customer-authentication-hub 

Setting your rules

3D Secure also offers you the ability to add rules to your Opayo account that will
accept or reject transactions based on the results of the 3D Secure checks.

The rules that are added to the account allow you to define your own restrictions across multiple
price ranges without having to individually review each transaction. To add rules to your account
you will first need to login to either Test or Live MySagePay as an administrative user.

All rules that have been added to the account will be applied to all processed transactions.

Once logged into MySagePay, select “Settings” followed by 3D Secure. This will open the 3D
Secure management page within MySagePay.

Sign out MySagePay

Transactions Terminal | Card Machine Transactions Seftings Search P

Wy Account
AVS/CV? Administration

Turn AVSICV2 checking ON and OFF against your account, and manage the rules against the AVS/CVZ checks.

semngs

AVSICVZ

3D Secure
AVS/CV2 checking is ON
Restrictions
Alltransactons currently send the address, postcode and CV2 numerics to the bank for valdation.

Valid IPs

Change Log

Users You do not have any rulss.

Pay Methods Add rule

Surcharges

Note: Each rule will need to be added to Test and Live individually. Any rules added to the
account DO NOT transfer from Test to Live, or from Live to Test.

More information on logging into MySagePay can be found on our website.

ser Guide
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Add a new 3D secure rule
Start\.-‘alue:' ':I End Value: 2
For transactions within this range:
Perform the 3D secure authentication
D Accept nen-30 secure cards to be authorized
D Accept autherizations when MPI errers occur
D Accept cards from nen-3D secure issuers to be autherised

D Accept 30 secure failures to continue for authorization

Opayo

syElavon

Once on the 3D Secure management

page, you will be able to add rules to your
account. To add a rule select the “Add
Rule” button and you will be presented
with a pop-up where you can define the
parameters of your rule.

Add a start price and end price and select
the restrictions to apply.

More information on rules bases can be
found on our website.
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Restrictions

The restrictions section is where you can manage IP addresses, countries, and cards you

would like to prevent from processing transactions through your account.

There are four options to choose from when deciding what you would like to block.

Blocking IP addresses

Here you can block specific or ranges of
IP addresses from processing transactions
through your account.

Find out more about blocking IP addresses.

Add a blocked IP address

Enter the IP address and subnet mask you wish to block.

Both the IP address and subnet mask should be zero padded, e.g.
127.000.000.001

Once added, all transactions from the IP address / subnet mask range will

be blocked.
*

*
Subnet mask:

Blocking card ranges

By entering the first 9 digits of a specific card
you will prevent any card beginning with
those numbers from processing a transaction
through your account.

Find out more about blocking card ranges.

Add a blocked card range

Enter the first 9 digits of the card number you wish to block.

Once added, all transactions within that card range will be blocked.

-
Card range :

Blocking countries

Blocking a country will stop any transactions
from being accepted when the IP address
used is from a country you have.

To block a country you will need to select it
from a list provided by Opayo.

Find out more about blocking countries.

Add a blocked country
Choose one or more country from the list.

Once added, all ransacfions from that country will be blocked.

|
e —

Aland Islands

Albania
Algeria
American Samoa

A

Blocking issuing countries

Add a blocked issuing country

Choose one or more country from the list.

By selecting to block a country you will prevent any

Once added, all transactions made with cards issued from that country will

cards that are issued in that country from being be blacked.

able to make a purchase through your account.

Alsnd Islands

To block an issuing country, you will need to select

Albania

it from a list provided by Opayo. aigera

Amancan S3moa

Find out more about blocking issuing countries.

Opayo

y Opayo Account User Guide
syElavon


https://www.opayo.co.uk/support/12/38/blocking-ip-addresses
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Valid IPs

If you are using Opayo’s Server or Direct method of integration you will need to add a valid

IP address for your application or website server within the settings area of Opayo.

Ironcactione | Tormnal | CardMachino Trancactons  Sottngs | Soarch & | Nows

My Account
Valid IPs

Ay IP addresacs added here should be only for those servers at your sitc which directly canncel to cither Server of Diroel

Settings
AVEICV2
3D Secure

Your current valid IP addresses
Restrictions

1P Adriress Subner Mask
Valid IPs.

123.123.123.123 255.255.255.255 Your Description
Change Log

Users
Fay Matnods
Surcharges

Page Customiser

The Valid IP section allows you to manage the
IP addresses of your website or applications that
you would like Opayo to accept transactions from.

If Opayo receives a transaction request from an IP
address that is not on your valid list, it will be rejected
by our system.

Change Log

sign out MySagePay

J— |

More information on adding IP addresses to
your Opayo account can be found here.

If you are using the Opayo’s virtual terminal to
process transactions, or the Form and Pl methods
of integration, you will not need to use this section
of Opayo.

The change log provides a list of all of the changes that have been made manually

to your Opayo admin panel since you began using your account. You will be shown

changes to rules, restrictions, and users.

Transactions | Terminal | Card Machine Transactions  Seftings | Search @ | News

My Account
Satings Account Change Log
s View all of the acity against your Sage Pay account Click on a gid cokum fo re-crder the results
U Socure

Restictions DateTime. Description

ey 0D/MU/TY hh/am/ss User opaye has been updated
DO/WA/YY hh/un/ss User fimance has been sdded

Change Log

Users.

Pay Nethods

Suicharges

Pape Customiser

Opayo

syElavon

sign out MySagePay

Username
Opays
Opayo
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Users

Here, you can manage all of the User profiles for your Opayo account. You can add and remove

users and change permissions of existing users in your account.

Sian out MySagePay

Logged In
x

x X x4

Usemame:  [new user name] ]

Dashboard (BETA) | Transactions | Terminal ‘Card Machine Transactions Settings | Search P News
My Account
Seftings User Administration
i LIk a 1o 10 Upaate of perform an aclion 3gainst an acCount. Of EXPaNa 3 row 10 VIEW PEMIISSIONS 3na Semngs.
3D Secure
R Username | Locked Out
Valid IPs fnance x
npayn b 4
Change Log - ey ®
Users = yourcompany '3
; Fay Methods & youremployee x
Surcharges
Page Customiser
The main screen provides you with an Add new user
overview of your existing users. Here, R
ou can select any user to amend the )
y y Emall adaress.

Confim email address

details and permissions. By selecting e e R =
Enter password:

the user you want to amend you can

Confirm password

change all permissions for the user

Passwords must he hetwaen & and 32 characters contain at least one uppercase lafier (A7), one lowercass letter (3.7), one
Aom t

number {0-8) and one special characlor @#E%

along with the passwords and email

Account Privileges

addresses assigned. O viewasrsrascas

ﬂ RFI FASF and AUTHORISF transactions

] voID transactions
You can also lock, unlock and delete the ARG bk i T s
users by selecting them.

searcn [ transactions

(7] sattings (Admin satiings) [ | Tarminal

Adding new users is also done here, (0 viikbsin ks 3 o
by clicking New User you can create
new details.

O kerunu ransactons
[] ARORT and CANCF! transactians

[} REPEAT or REPEATDEFERRED transactions.

Default Landing Page
® searcn O riransactions
Q

O settings Terminal

When adding or amending users or any changes that you make will appear in the change log so

you can monitor the changes you have made.

All users should have their own Opayo credentials, user accounts SHOULD NOT be shared.

Opayo

syElavon
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Opayo

Pay Methods

This provides you with an overview of your available payment methods.

Sign out MySagePay

Uashboard (BE14) | Iransacuons | lerminal ara Macnine Iransactions semngs | Searcn P | News
My Account
Wi Meth
Sattings Payment Methods
View the payment methods and cumrencies thal are available on the payment pages, and set up your PayPal Express Checkout account for use with Opayo.
Avsicv2 If you wish lo amend or add a payment methed or currency please contact suppori @opayo io.
3D Secure
Restrictions Your account is set up to accept the following payment methods
Valid IPs Cards European payments Other
o lusa @2 €2 = 0D B s oo '
Core) e Bpay 1 sufort
VISA (1) &5 et [FERAEL]
Users
Pay Methods
Surcharges
Page Customiser

‘Your account is set up to accept the following cumrencies

. EUR ° GBP ° usD

Along with the card types and currencies
offered by your account, you can also set-
up your PayPal account to be used on your
Opayo account here to link your PayPal
account with Opayo.

Before adding your PayPal account to Opayo,
you will need to make a number of changes to
your PayPal account directly in order to
enable Opayo.

syElavon

Use PayPal Express Checkout with Sage Pay
Your primary yourcompany@yourcompany.com
PayPal

email
address:

PayPal integration quide ‘Change my PayPal account

Once this step is completed, all you need to
do within your Opayo account to set-up PayPal
is click on the PayPal option in the bottom
right hand of the screen and enter your PayPal
e-mail address.

This will then link your PayPal account to
Opayo’s system.

To find out what settings you need to amend
have a look here.

Opayo Account User Guide
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https://www.opayo.co.uk/support/12/36/linking-paypal-to-your-live-account
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Opayo

Surcharges

Surcharges allow you to apply additional charges to cards processed via your Opayo
account. Please ensure that you are eligible to add a surcharge and comply with the laws of
your country.

Dashboard (BETA) | Transactions Terminal Card Machine Transactions Sefiings | Search © | News Dkl MySagePay
My Account
rchar
— Surcharges
Surcharges can be sel up based on payment type and currency®, for Iransactions made through My Sage Pay. In order o alsc apply these surcharges lo your payment pages, you need fo upgrade to
AVEICVZ Protocol V 3.0, YoU €20 TG more INformation regaraing this INlegration here, o CONtact cUSIOMer Services an D191 313 U2y,

3D Secure *Terma & condiliona: You must ensure that any surcharges sct up comply with laws of your country.

Restnctions
Your Default surcharges

Valid IPs
Mo surcharge applies to any other payment lype enabled on your account
Change Log
_— Payment Type Currcncy ‘ Fixed Percentage
Pay Methiods No surcharges found
Surcharges

Page Customiser

[ Aua |
X
You can set a surcharge for el )
h card t ted Payment Type: | Select Payment Type [v]

each card type accepted on -
your account. The amount can Surcharge Type:  Fixed © Percentage ©

. . Value:
either be fixed (a set amount) or ’

a percentage of the transaction.

Once the surcharge has been added to your account it will then be added to the value of the
transaction once the customer reaches the payment pages, or when you are processing the
transaction through the Opayo terminal.

Surcharges can only be used to recover the charges that are imposed on your company by your
merchant bank. Any surcharges you add to your account cannot exceed those transactional
charges.

For e-commerce transactions you must be using the latest integration protocol.

y Opayo Account User Guide
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Transactions

This section enables you to manage the day to day activity of your Opayo
account. Here you can see all transactions that are processed through your
account, manage those transactions, perform voids and refunds, and manage
your settlement.

The transactions section gives you five options to manage your transactions.

Each of these options will provide an overview of all of the transactions that have been
processed through your account.

Transactions

The transactions section is where you can view all transactions that have been processed
through your account.

Sign oul MySagePay

Dashboard (BFTA Transactions Terminal Cand Machine Transadions Sellings Seach P | News

Transactions
wom. | 24/05/2021 [ 24/05/2021

summary
Settlement
Ruk Acfions

Invalid Al o8r EUR

Type Vendor Tx Code  |amount(ine. 5{ Received | cva | add | pc | 3D [Fraud Sereening Refund | Repeat Reference
vweeow
v eww
v 9w
« U O v
2 |22 | %
v vw
- - B - A
v eow
punw | L L %
oz @ O O
5P| 2006202 MBS | | D Z
B [ o [uckcorran somose| wazmirais |G| 0 10|

Opayo
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You are able to obtain a full list of your transactions, or if needed, you can refine your date range by
using the options along the top of the screen.

If you are having difficulty locating a transaction you can refine your search further by selecting the
advanced button.

r x
Refine your report
from: | DD/MM/YYYY to: | DD/MM/YYYY
report range: | Any Hourly Daily Weekly Monthly Annually
result | All Success Failure

Payment Type: |A|| | Transaclion type All
Account type: | All | Vendor tx code
Amount{inc.
VSP auth code: Surcharge)
Last 4 digits

=

Opayo

Once selected, you can narrow your search further.
You can enter the amount, card type, payment type,
account type (e-commerce, MOTO, or Continuous

Select the columns you wish to show in your grid

Transaction ID

Fraud Screening Action

Customer Name Batch ID
Authority), and the last four digits of the card that was E1ype [0 Avort
. . Vendor Tx Code Release
used for the transaction.All transactions processed S cer
through your account, whether successtul or failed, Bl system B Repeat
X [F] Account Type Username
will appear here. [T] Amount(inc. Surcharge) Fraud Screening Score
Surcharge Fraud Screening ID
The transaction list will show transactions that meet Payment Type Biling Name
] o Last 4 Digits Biling Address
your defined criteria; however you are also able to Received Deiivery Name
. . L . VPS Authcode Delivery Address
change the information that is displayed in i 9
the transaction list. cv2 Card Address
[[] add PProTXid
N “ N ” N L] s
By selecting the “show/hide columns” option zg B Reterence

at the bottom right-hand side of the transaction
list you will be given a full list of details to select from.

Once you have selected which fields you would
like to be included, they will then appear for each
transaction on the list.

Exporting

Select Al Deselect All

If you would like a copy of your transaction list you can do so by clicking on either the “Print

Friendly” or “Export to CSV” buttons. This copy can be exported to Excel in CSV format, or a

printable version.

syElavon
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Transaction details

Here you can view and manage your All options available to perform on a
transactions. Once you have located the transaction will then be displayed in the bottom
transaction, you can perform certain actions right of the pop-up, e.g. Refund, Repeat,
depending on the transaction type, and the Release, Authorise or Void

date it was made.

Once the transaction detail has loaded you

To perform any actions on transactions will also see a

number of options down the left

processed through your account, you must hand side of the screen.

first click on the transaction to bring up the
transaction details screen.

These options are:

summary ‘ ¥ Successful Payment §
A breakdown of the transaction b S i

details including the provided mj}m R

customer’s details (name and [ —— {:m

Description:  Terminal Pay

address). o P i

Billing Address

Bssdress Line B)
BaAddress Line ?

Delivery Address

Test

Opayo
BillAgaress Line 55

L ot | gepeat | oo B
Additional Details ’ ¥ Successiul Payment i
This screen shows additional soodE iz W —
information that were either e :”E i ,:'f "':mur
provided or are part of the comer
transaction. If you are passing sssriss D
the shopping basket information
as per protocol guidelines, this
information will display here.

o

Authorisation details . ¥ Suoesshl Pyt i
This screen shows the Merchant ol
Number used for the transaction, e vl i
along with the authorisation code, s
and the settlement details. The
card information such as the "‘:"'I.T“' e
address, card type, and last 4 iy St Semm——
digits can be found here.

Opayo
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Fraud results _
A breakdown of the fraud prevention Aol

checks and result for Address, ] B
Postcode, and Security Code as e N
We" as the Fraud Screenlng reSUltS .:::‘L“.U:::\: :::Nn-::‘-:\l"i;mkandmklnpﬂ!dﬂih!ywﬂenﬂwenn!h(:ccnwla!lﬁehm

FPostcoce vaie: ¥ NOTMATCHED

and the 3D Secure results.

cvzusioe: @ waTOHED

If you would like to further s

Total traud risk :  20%

review the risk associated to the

transaction processed by your e |

customer, please select the relevant

FraUd Screenlng Results. . Fraud Screening Rating: Low Risk  Overall Fraud Risk. 20% :
Transaction Information

The Fraud Screening Results will

Vendor Tx Code:

Fraud Screening ID: 0863293573 (for more information Click here)

show the fraud recommendation as
either OK or REJECT.

Amount{inc. Surcharge): 120 GBP

Started:  2021-06-15 05.:09:00.067
Fraud Screening Information

e s
The total fraud score will give the S ——
Phone number not provided

numerical % score that has been

Email address usemame only contains numerical characters
assigned to the transaction. To view picoas acbit P e sc0m il Sne i 15 e

a summary of rules triggered click 5

Our fraud dataction system gives an indication of risk only and does not give you any guaranteas against fraud You should regularly review
whether you wish to inifiate any additional fraud screening checks via a third party.

the Fraud Screening Result.

Important: All of Opayo’s fraud screening results, and scores, are advisory ONLY
and are simply a recommendation, not a definitive answer.

Related transactions * Successt Payment

Summary

Here you will see any other resmona oo ¥ SucsohRapee
Authorisation Details Amount(inc. Surcharge): 21 %3 GBP Surcharge: 000 GBP

processed transactions e T e s e o
Related Transactions

that relate to the original
transaction. Refunds and
Repeat transactions will be
displayed here.

Opayo Account User Guide
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Summary

The Summary section enables you to view a complete breakdown of the transactions processed

through your account.

Dashboard (BETA Transactions | Terminal | Card Machine Transactions | Scings | Scarch P | News

transachons
S Summary Report wom: | 191052021 | w: | 250052021
el oportcange- | any | tiasy | vwsrty | mionsmy | mneuy
Dulk Actions.

Invalid Transaction Breakdown Volume In Value In Velume Out Value Out

a
-

g

You can drill down through your transactions from successful and failed, to e-commerce or
MOTO, to users, and card types. This also provides you with the volumes and values of the

transactions for analysis.

Opayo

syElavon

Total Volume:

Sign out

et Value

MySagePay

188010
1@
nw
nw
2
1w
10021
10221
10021
10221
w21
14385
12000
12000
12000
12000
1319
1anm

1389

)
o
i)
W
e
415
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Settlement

sign out MySagePay

Dashboard (BETA) Transactions | Temminal | Card Machine Transactions Seifings | Search P | News

Transactions

Settlement Report @  trom 26/04i2021 to 25/05/2021
Summary

settiement roportrange: | Any | Daily | Weskly | Momthly | Asnuslly

Bulk Actions

Invalid Acquirer BatchID |  Date | Currency | Noof Payments | Payment Val. No of Refunds Refund Val. Total Trans Net Amt.
MatWest Streamiine 647672 200412021 =2 1 1,500.00 o 000 1 1500.00

American Express 850172 0710512021 GER 2 12,00 0 0.00 2 12.00

NatWest Sraamling 855857 250052021 GEP 12 21025 0 0.00 12 210.25

The settlement section of your Opayo The settlement screen provides you with
account shows you the details of all of the a list of all batches that have been sent to
transactions that have been sent to your bank  your bank, depending on the selected report
for settlement. range, along with the volume and values of

the individual batches.
At the end of each day, Opayo takes all of

the transactions that were processed and If you want to view the contents of a specific
collects them into a “Batch”.This batch is then batch, select the required batch and a list of
sent to your merchant bank for the funds to the included transactions will appear as a
be moved from your customer’s account to pop up.

your business bank account.

" x|
Batch Detail Report for batch id 12345 with GBP currency
-} Vender Tx Code Type | System ‘Amount{lnc. Su|‘| Payment Type R ived VPS5 Authcode | Bank Authcod
Test-1234 Payment D 6.00 GBP | MasterCard DB05/2021 091858 12345678 12345578
Test-5678 Payment D 6.00 GBP  VisaDebit/Delta 06/05/2021 09:21:28 12345678 12345678
4 3

Row 1 to 2 of 2 rows show/hide columns Print friendly Export to CSV

You can then use the settlement totals displayed here to reconcile with your bank statements or
use the ‘Export to CSV’ option to download a copy of the included transactions.

Opayo Account User Guide
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Bulk Actions

If you are using the Deferred payment method, the bulk actions screen can be used to perform

actions on more than one transaction at a time.

With the Deferred payment type you have two actions you can take - Release or Abort.

sign out MySagePay

Dashboard (BETA) Transactions | Terminal Card Machine Transactions | Seftings | Search £ | News
Transactions
Bulk Actions
Summary :
Perform Aborls and Releasas on more than one transaction af 3 time
Settiement
Bulk Actions.
PV Received Vendor Tx Code Card Name Amount{ine. Surcharge) | cvz|add| Pe | 30 [Fraud |
25/05/2021 22:46:29 210525224541-454 Opayo Opayo sonocer @ @ @ U C 2
25/05/2021 22:40.03 210525223854-79 Test Cpayo 2000cer QY @ @ 2
061052021 09:16:27 AmexCV2TEST Sam Jones 24512308 @ @ @ U L 2

Release will enable the transaction to be sent for settlement and allow the funds to be taken from

the shoppers account and credited to your own.

Abort will cancel the transaction and prevent any funds from being taken. This is used if you no

longer wish to process the transaction.

If you have a large amount of Deferred transactions processed through your account, bulk actions
will save a lot of time by being able to Release or Abort multiple transactions at once.




Invalid

The Invalid section of Opayo provides you with a list of the invalid transactions that have been

attempted on your account.

An Invalid is a transaction that has not been registered with Opayo’s system due to issues with

the information provided.

Transactions | Terminal | Card Machine Transactions Settings Search £ | News

Transactions

Summary nvalid Transactions Report © from: | 02/07/2020 to: | 01/07/2021

Sign out MySagePay

Settlement roportrangs: | Auy | Duity | Wehty, | Mty | Anmuaty Error Code Explanations

Bulk Actions

Invalid VendorTxCode Received Status Detail Type |Amﬂun|(lnr.. Slm:haw‘ System ‘
A1B23C 25/05/2021 10:17:03 INVALID 4001 : The VendorTxCode has been used before. All Venc Payment 2198 GEBP D
A1B23C 2510502021 09:48:42 INVALID 4001 : The VangorTxCode has been used bafore. All Vanc Paymant 2198 GEP D

This is commonly caused by the transactions being sent to Opayo by an IP address that has
not been added to the account, or if required information is either missing or provided in the

wrong format.

Although this information is helpful, there are no actions that you can take within your Opayo
account for invalid transactions. This area of your Opayo account is for information only.

.-——______,_..-—_

w
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Search for transactions

If you want to find a specific transaction that has been processed through your
account, you can use the search section to locate this.

The search screen allows you to enter any part of your customer’s name (surnames usually
provide the best results) or address (numerical details) to locate a specific transaction.

Sign ot MySagePay

Transactions Terminal | Card Machine Transactions Setungs Search P | News

Transaction Search

Cofer any part of 2 customer's name or address. :' p
advanced

| an | esr | EuR | usD |

Success Type Received Customer Name Amount{inc. Sur:h‘ cvz ‘ Add ‘ pC ‘ L) ‘Frand Screening| Release Abort Refund ‘ Re|‘
Enter any 1 WOr In INE CUSIDMEN'S N3Me OF S0OTESSES 10 fing e, ‘

If Opayo’s systems return too many results, or not the results you were looking for, you can
further refine your search by selecting the advanced button in the top right-hand corner
of the screen.

Opayo will then return a list of all transactions processed through your account matching your
search criteria. The search section can be used any time you want to locate a transaction that is
on your account.

You can refine the search further Refine your reporl
from: | DO/ YYYY fo: | DO/MM/YYYY
by entering the card type, et [ T
authorisation code, transaction
type, amount, and last four digits A o
of the card. VSP aulh cude Amoumne

Last 4 digits:

y Opayo Account User Guide
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Virtual Terminal

The Virtual Terminal allows you to process Mail Order or Telephone Order

(MOTO) transactions.

Before you can use Opayo’s Virtual Terminal you must have a MOTO (mail order/telephone
order) Merchant Number assigned to your account.

If you have this in place already you will be able to use the Virtual Terminal.

Once you have selected the Terminal section you can enter the details of your customer as

provided and process a transaction.

Dashboard (BETA) Transactions Terminal (Card Machine Transactions. Setiings

Use the Terminal to process mall order/lelephone order (MOTQ) payments.

Rilling Addre<s | Delivery Address  Advanced
Lastname:

Phene number
Email addiess.
Address line 1:
Address line 2
Town/Gity:
Postizip code:
Country | United Kingdom v

Make Delivery Address same as Billing Address

Opayo

syElavon

MySagePay

Search £ | News o

VISA [visa |visa @ @D 2

Amount Cumency: | GBP
Card number
Paymen Type.
Expiry date (mmyy)

ovz.”
(3 or & digit security eode on hask of card)

Hame on card:
Caratype Surcharge:  Defaul
Othar
Total Amount

Descrigtion:~ | lerminal Payment taken by Opayo

Opayo Account User Guide
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The first screen of the Terminal is for your customer’s billing information such as name, billing

address, and postcode.

You will also see tabs for Delivery Address and Advanced. The Delivery Address tab allows you
to enter an alternative address if the customer would like the goods delivered elsewhere.

Dasnboard (BETA] | Transactions Terminal | CardMaching Transactions | Settings

Terminal

Use the Temminal 10 Process Man OrGENElEpRONE order (MOTO) payments.

Bulng Aderass | Delivery Address | Aavanced

Firstnome: *

Las! name i
Enone number.
Address Ee 1 e
Adaress e 2

Townicily
Postzip cooe:

Country: " [ lInited Kingdam e

BB oemery anaress is same as Biling Adoress

T Sign out MySagePay
visa |usa [visa @5 €D I3
amount: cumency:  GBP  w
Card number:
Payment Type:
Expiry aate (mmyy):
cvz”
(3 or 4 digit cecunty code on back of cerd)
Name on card:
Cardlyp: Surchage  Detaun
: Uther
Tetal Amaunt:
Descristion: " Terminal Payment taken hy Opayo
lake Payment |

The Advanced tab enables you to change the unique transaction code (Vendor Tx code), change
the payment type, and add a reference to the transaction.

You can also make changes to your fraud prevention tools for specific transactions without
having to add or remove any features for all customers.

Once you are happy with all of the customer details, move over to the right-hand side of the
screen, enter the amount and confirm the currency for the transaction.

Dashboard (ETA) | Transacions  Terminal | Card Maching Transactions | Setiings

Terminal
Use he Terminal o i order (MO
Billing Address  Delivery Address  Aavanced

Transaction ype. | PAYMENT v
Retoconos: | Invoice 123456
i e SN R
() Force AVS/CV2 checks regardiess of account seltings. Apply Rules if they exist
(S Disable AVE/CV2 checks and Mules for this ransaction only
(o] Force AVE/CV2 checka but disable Rules for thia transaction

| Search © | News o o

MySagePay

visa |visa (visa @ CD =
amount* cumency: [GBP
Cnldllumlnr..
Payuiaat Typs: =

Fagiry dale (renyy)

13 or 4 aigir secury code m'u:'karcam,!
Harne on card
Candiype Surchage:  Defaul
Other
Total Amount
Deseripion:~ Terminal Paymant taken by Opayo

Then, enter the customer’s card details and select Make Payment. This will process the
transaction and once completed add it to the transactions section within your Opayo account.

Opayo

syElavon
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Customising your
Payment Pages

Having the ability to quickly edit your payment pages is fundamental to any
business. Customised Payment Pages allows you to do just that.

Before you start using the
Page Customiser

Before you can start using the Page Customiser to make any changes to your payment
pages, you will first need to ensure that your Opayo account is set to use the Responsive

Payment Pages.

To do this you will need to log into your Opayo account and go to the Settings tab. Once here,
select Settings from the menu on the left of the page.

In the Account Settings box you will see Payment page templates - click the edit button for this
and select Responsive for the payment pages.

I

dit di

o

play & general settings
Company display name:  Your Company Mame

Your full homepage URL:  https:/fwww.yourcompany.com

Your support email address:  [youremailaddress@yourcompany.com |

Send HTML emails to customers:

Default currency in Terminal: | GBP v

Payment page templates: () Default () Address read-only ) Mo address ) Custom @ Responsive
Please note, mobile responsive templates are available for Protocaol 3.00 integrations only

Important: You will need to do this on both your test and live Opayo platforms if you wish
to use the Page Customiser.

Locate the Page Customiser by logging into your Opayo account panel as a user with
administrative rights. Once logged in, click Settings followed by Page Customiser from the
menu along the left of the screen. This will open the Page Customiser in a separate window
which will allow you to edit and preview your payment pages before publishing.

I / A Opayo Account User Guide
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Which pages can | edit?

Types of pages

When making changes to your payment pages you can edit Desktop | Mobile | iFrame
3 types of payment pages.

Desktop - These are the standard payment pages that will be seen when using desktop
computer and some mobile devices with a large enough screen.

Mobile - These are the standard payment pages optimised for use with smaller mobile devices -

mobile phones and tablets with smaller screens.

iFrame - for customers using Opayo’s Server method of integration. The iFrame can be
embedded into your own website giving the shopper the impression the entire payment process
is being carried out on your website.

Individual pages

When editing the payment pages for both Card Selection | Card Details | Order Summary

desktop and mobile there are 3 payment
pages that you can edit.

Card Selection page - here the customer will select the payment type they will be using to make
the purchase. They can then choose from all the payment methods available on your account.

Desktop Mobile

How do you want to pay?
How do you want to pay?

My Company Ltd pp— >
Order descnption: The best products from Pyt
My = ' P.y e P‘yp.l hat s Create » PayPal account reve
Poy?
i pay visa | >
£31 35 o is P Croate 3 PayPal account i
. VISA Visa VISA VisaDebr >
VISA Visa Debit VISA VisaElkcron >
1sa Debil
MasterCard >
VISA Visa Electron
E Dedit MasterCard >

MasterCard
=
<
Debit MasterCard
Your payment & secured by  S30R | pay

I / A Opayo Account User Guide
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Opayo

Card Details page - this page is used to capture the card details when the transaction is
processed. This information includes Name, Card Number, and Security Code (CVC).

Desktop Mobile

.
Your card details Your card details

My Company Ltd
& Name Fname Mname Surname
Order descripiion: The best products from
My Company Ltd & Name & care
To pay Fname Mname Sumame s Expiry
£31.35 = card 0 cve ©°

< Back Confrm card detals >

2 Expiry U cve
P ° Confirm card detais >
< Back

Your payment is secured by SR | PAY

Order Summary page - this is the final page where your customer can review their order before
sending for authorisation.

Desktop Mobile

s S— v — | :
Your Com o
Review your order Review your order

My Company Ltd

OFoer Oescrption The Dast products Fom

Transacuon dealls
My Company Lid
Transaction detsds Description:
To pay The DesE procuts Bom My Comparny LIS
£31 .35 DoscripBon: Transaction Reference:
The best products from My Company Lid testeenaor- 143507591 1975-629437
Transaction Reference: Amount:
Mestvendor- 183937501 1979420437 £35135
Amount:
€135
Your $hopping Basket +
Your Shopping Basket + Payment Detalls +
Paymest E + Biling Address +
Shipping Acdress +
Billng Ascress + Shipping Address +
hen yon: cieh pay w0 you Y be ke by your ceed e bor
Wher g ik oy ree vy ey e sabed by pour e A by Daurmert cord vl son IR SIS
—
s WG Viered s, [ VISA"

Pay £31 35 now >
< Back

y Opayo Account User Guide
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iFrame - If you are using Opayo’s Server integration with the iFrame on your website, you will
only be able to edit one page. This is the Card Details page.

Both the Card Selection and Order Confirmation pages are not available if you are using Server
iFrame integration, ensuring a faster checkout.

Your card details

& Name Fname Mname Surname
& Card

£ Expiry

0 cve o




Editing your pages

To begin editing your payment pages you will first need to select the page you would like to

change. Once chosen, you can edit the page using the options available in the menu on the left.

These options allow you to change the look and feel of your payment pages.

General

Background Colour [_]

Header Colour

Progress Indicator Colour

Completed

Current

Future

Fonts

Title sans-serif

Body |sans-serif

Buttons

Background

Foreground

Outline

L
0

0 N

Change the background colour of your Sage Pay payment pages.

Change the colour along the top of the payment pages.

Change the colour of the completed progress image at the top of the payment pages._

Chane the colour of the current progress image at the top of the payment pages.

Change the colour of the future progress image at the top of the payment pages.

Select the font type to be used for the titles throughout the payment pages.

Select the font type to be used for the text on each of the payment pages.

Change the background colour of the buttons on the payment pages.

Change the colour of the text within the buttons.

Change the colour of the button borders on the payment pages.

Publish - will allow the payment pages to be published on your Sage Pay account.

Reset - will reset the payment pages back to the default Sage Pay design.

Any changes you make to one page will be applied to all payment pages - you cannot have

multiple designs across each individual page.

Find out more about Customised Payment Pages here.

Opayo

syElavon
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https://www.opayo.co.uk/support/12/36/page-customiser

Opayo
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We understand that your business never sleeps, that’s why
our UK based support team are here to help you 24/7:

Call us Email us

Or visit

Quorum Business Park
Benton Lane
Newcastle upon Tyne
NE12 8BX

United Kingdom

www.opayo.co.uk

00000

ELAVON FINANCIAL SERVICES DAC (UK Branch), trading as Opayo.
Registered in England and Wales — Establishment No. BR022122.
Registered Office at Level 15 City point One Ropemaker Street, London, EC2Y 9AW.


https://www.sagepay.co.uk
https://www.facebook.com/opayoeu/
https://twitter.com/OpayoEU
https://linkedin.com/company/opayo
https://youtube.com/channel/UCo9nqKPmqR62_mz6YS-PyCg
https://www.instagram.com/Opayoeu/
mailto:support%40opayo.io?subject=
mailto:support%40opayo.io?subject=
http://www.sagepay.co.uk
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